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Abstract. We present Tolerange, an open source tool tailored for measur-
ing the masking fault-tolerance provided by stochastic systems. Tolerange
takes as input a nominal model of a system together with the fault-tolerant
version of it, both written in a Prism-like notation, and it computes the
expected number of faults that the system’s fault-tolerant version is
able to mask. Our tool supports the analysis of randomized algorithms
including the description of faults as probabilistic actions. It combines
techniques coming from game theory, linear programming, and probabilis-
tic transition systems. In this paper we describe the tool as well as its use
to measure the masking fault-tolerance of some well-known examples.

1 Introduction

Measuring the fault-tolerance provided by systems is crucial for accurately
assessing their dependability. An important kind of fault-tolerant systems are
those that can mask faults in such a way that users cannot notice their occurrence.
This type of fault-tolerance is often referred as masking fault-tolerance [7], and it
is typically achieved by using some form of redundancy, e.g., replicating memory
units, disks, or processes. However, in practice, systems can only mask faults
during a finite period of time before exhibiting a failure. Hence, in most cases,
designers are interested in quantifying the number of faults that systems are able
to mask before failing. This can be thought of as the level of masking tolerance
exhibited by systems. Even though critical systems are ubiquitous in modern life,
few automated tools are available to perform such measures, which in practice
are usually done using ad-hoc methods.

In this paper, we present Tolerange, a tool aimed at measuring the (ex-
pected) amount of masking fault-tolerance provided by stochastic systems. This
encompasses both, the probabilities of faults, and the possible use of random-
ized algorithms. To the best of our knowledge, there are presently no other
tools available for assessing the masking fault-tolerance of probabilistic systems.
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Process NOMINAL {
v : INT;
s : INT; // 0 = normal,

// 1 = refresh

Initial: v==0 && s==0;

[write0] !(s==1) -> v=0,s=0;
[write1] !(s==1) -> v=1,s=0;

[read0] !(s==1) && v==0 -> v=v;
[read1] !(s==1) && v==1 -> v=v;

[tick] <1> s==0 -> 0.05 : s=1
++ 0.95 : v=v;

[refresh] s==1 && v==0 -> s=0, v=0;
[refresh] s==1 && v==1 -> s=0, v=1;

}

Fig. 1. A Nominal Model for the Mem-
ory Example

Our tool is based on the notion of proba-
bilistic bisimulation relations [11] between
probabilistic transition systems [13]. The
latter are a generalization of Markov chains
supporting non-deterministic actions. Tol-
erange takes as input a specification (a de-
scription of the system without faults) and
a fault-tolerant implementation of it (a sys-
tem’s version incorporating both faults and
fault-tolerance mechanisms) and computes
the expected number of milestones (events
highlighted as important by the users) that
the implementation guarantees to preserve
under the presence of faults. A simple ex-
ample of milestone could be the number of packages successfully transmitted by
a sender in a communication protocol. The current tool extends the tool MaskD
[12], which exclusively focuses on non-stochastic systems and does not support
probabilistic models.

Tolerange is meant to be used for measuring the masking fault-tolerance
provided by stochastic models of critical software. For instance, it might help the
designers to select between different fault-tolerant implementations. We illustrate
this via a simple example. Consider the case of a RAM memory that uses
redundancy to cope with faults, e.g., bits changing its value because of external
noise. We add to the memory an additional fault-tolerant mechanism: a refreshing
tick which is performed with certain frequency. In this setting, an important
question is what is more convenient: adding redundancy at the hardware level
(which can be more expensive) or refreshing with a higher frequency. Our tool
helps to find an optimal balance between these two mechanisms. In Section 4,
we analyse this example with Tolerange, as well as other well-known examples of
fault-tolerance.

2 Running Example.

In this section we introduce in detail the example mentioned above. Consider
a memory cell storing one bit of information that periodically refreshes its
value. Fig. 1 shows the processes modeling the nominal and a fault-tolerant
implementation of this example. Actions readi and writei (for i = 0, 1) represent
the actions of reading and writing value i, respectively. The bit stored in the
memory is saved in variable v. Action tick marks that one time unit has passed
and, with probability 0.05, it enables the refresh action (refresh). Variable s

indicates whether the system is in write/read mode or producing a refresh.
A potential fault in this scenario occurs when a cell unexpectedly changes its

value. In practice, the occurrence of such an error has a certain probability. A typ-
ical technique to deal with this situation is using three memory bits instead of one.
In such a case, writing operations are performed simultaneously on the three bits,



while reading returns the value obtained by majority. Fig. 2 shows an augmented
version of the nominal model with triple redundancy and the faults mentioned
above. Therein, variable v counts the votes for value 1. A tick enables a refreshing
as the original model, but also enables the occurrence of a fault with probability
0.1. Now, variable s may get the value 2, representing a state in which a fault may
occur.

Process FAULTY {
v : INT;
s : INT; // 0 = normal, 1 = refresh

// 2 = faulty

Initial: v==0 && s==0;

[write0] !(s==1) -> v=0,s=0;
[write1] !(s==1) -> v=3,s=0;

[read0] !(s==1) && v<=1 -> v=v;
[read1] !(s==1) && v>1 -> v=v;

[tick] <1> s==0 -> 0.05 : s=1
++ 0.1 : s=2
++ 0.85 : v=v;

[tick] <1> s==2 -> 0.05 : s=1
++ 0.95 : v=v;

[refresh] s==1 && v<=1 -> s=0, v=0;
[refresh] s==1 && v>1 -> s=0, v=3;

[f] faulty s==2 && v<3 -> s=0, v=v+1;
[f] faulty s==2 && v>=3 -> s=0, v=2;
[f] faulty s==2 && v>0 -> s=0, v=v-1;
[f] faulty s==2 && v<=0 -> s=0, v=1;

}

Fig. 2. Augmented Model for the Mem-
ory Example

3 The Tool

Tolerange takes as input a nominal model
and a fault-tolerant version of it and pro-
duces as output the expected number
of milestones that the implementation is
able to guarantee under a fault model,
which is a value in R+. To ensure that
this value is well-defined we assume that
the probability of a system’s failure is
1. We also assume that the environment
plays in a strongly fair manner (if a fault
is infinitely often enabled, then it will oc-
cur infinitely often). We call these kinds of
systems almost-surely failing under fair-
ness [3]. The tool can automatically check
whether the input is of this kind. It uses
standard algorithms of game theory, to-
gether with linear programs for reasoning
about probabilistic choices, the interested reader is referred to [4] for an in-depth
description.

The input models are written in a Prism-like language [10]. More precisely, a
program is a collection of processes, where each process is composed of a collec-
tion of actions of the style: [Label]<reward>Guard->[P]Command++[Q]Command,
where: Guard is a Boolean condition over the actual state of the program; Command
is a collection of basic assignments; Label is a name for the action; the positive
integer reward is optional, it states that the execution of this action counts as a
“milestone” of value reward; and ++ is the probabilistic choice. Here P and Q are
the probabilities corresponding to each branch of the choice. There can be many
branches, as long as the sum of the probabilities is 1. The language also allows
users to label actions as faulty to indicate that they model possible faults.

In order to compute the expected number of milestones guaranteed by the
implementation, the tool defines a two-player stochastic game [6] using the inputs.
The basis of the game is similar to a probabilistic bisimulation game [14], and it
is played by two players, named for convenience the Refuter (R) and the Verifier
(V). In this game, the Verifier intends to prove that the fault-tolerant version of
the system is able to mask faults, while the Refuter intends to disprove that.

Roughly speaking, in each round of the game the Refuter may select a
probabilistic transition in any of the models, and then the Verifier has to select a



probabilistic transition in the opposite model to match the Refuter’s play. The
match between the two probabilistic actions consists of a probabilistic coupling [9],
which shows how the probabilities in one action are redistributed to another action.

<latexit sha1_base64="cNEgm4Cx/a2GC2/Q4rqbZ8ynVM8="></latexit>

((0, 0), tick, (0, 0), µ, µ0, w0)
<latexit sha1_base64="cNEgm4Cx/a2GC2/Q4rqbZ8ynVM8="></latexit>

((0, 0), tick, (0, 0), µ, µ0, w0)

<latexit sha1_base64="OUl0dGQ44RzOKPOjjiGmM30avCc=">AAACEHicbZDNSgMxFIUzWrXWv1GXboKt2EIpM0XUZcGNywr2B9qhZNJMG5pJhiQjlKGP4MZXceNCEbcu3fk2ptMKtfVAwse595Lc40eMKu0439baemZjcyu7ndvZ3ds/sA+PmkrEEpMGFkzIto8UYZSThqaakXYkCQp9Rlr+6GZabz0Qqajg93ocES9EA04DipE2Vs8+LxSLTtktlbu4L3TZcPWXF+5SoWfnnYqTCq6CO4d8LROkqvfsr25f4DgkXGOGlOq4TqS9BElNMSOTXDdWJEJ4hAakY5CjkCgvSReawDPj9GEgpDlcw9RdnEhQqNQ49E1niPRQLdem5n+1TqyDay+hPIo14Xj2UBAzqAWcpgP7VBKs2dgAwpKav0I8RBJhbTLMmRDc5ZVXoVmtuJeVizs3XyuAmbLgBJyCInDBFaiBW1AHDYDBI3gGr+DNerJerHfrY9a6Zs1njsEfWZ8/k0OcCw==</latexit>

((0, 1), ·, (0, 2), ·, ·, ·)<latexit sha1_base64="OUl0dGQ44RzOKPOjjiGmM30avCc=">AAACEHicbZDNSgMxFIUzWrXWv1GXboKt2EIpM0XUZcGNywr2B9qhZNJMG5pJhiQjlKGP4MZXceNCEbcu3fk2ptMKtfVAwse595Lc40eMKu0439baemZjcyu7ndvZ3ds/sA+PmkrEEpMGFkzIto8UYZSThqaakXYkCQp9Rlr+6GZabz0Qqajg93ocES9EA04DipE2Vs8+LxSLTtktlbu4L3TZcPWXF+5SoWfnnYqTCq6CO4d8LROkqvfsr25f4DgkXGOGlOq4TqS9BElNMSOTXDdWJEJ4hAakY5CjkCgvSReawDPj9GEgpDlcw9RdnEhQqNQ49E1niPRQLdem5n+1TqyDay+hPIo14Xj2UBAzqAWcpgP7VBKs2dgAwpKav0I8RBJhbTLMmRDc5ZVXoVmtuJeVizs3XyuAmbLgBJyCInDBFaiBW1AHDYDBI3gGr+DNerJerHfrY9a6Zs1njsEfWZ8/k0OcCw==</latexit>

((0, 1), ·, (0, 2), ·, ·, ·)

<latexit sha1_base64="EknGh4/cVXlgQ1ptRstXzSHo4tg=">AAACEHicbZDNSgMxFIUzWrXWv1GXboKt2EIpMyLqsuDGZQX7A+1QMplMG5pJhiQjlKGP4MZXceNCEbcu3fk2ptMuauuBhI9z7yW5x48ZVdpxfqy19dzG5lZ+u7Czu7d/YB8etZRIJCZNLJiQHR8pwignTU01I51YEhT5jLT90e203n4kUlHBH/Q4Jl6EBpyGFCNtrL59XiqXnapTqfZwIHR1kRfuSqlvF52akwmugjuHYj0XZmr07e9eIHASEa4xQ0p1XSfWXoqkppiRSaGXKBIjPEID0jXIUUSUl2YLTeCZcQIYCmkO1zBzFydSFCk1jnzTGSE9VMu1qflfrZvo8MZLKY8TTTiePRQmDGoBp+nAgEqCNRsbQFhS81eIh0girE2GBROCu7zyKrQuau5V7fLeLdZLYKY8OAGnoAxccA3q4A40QBNg8ARewBt4t56tV+vD+py1rlnzmWPwR9bXL45snAg=</latexit>

((0, 0), ·, (0, 0), ·, ·, ·)<latexit sha1_base64="EknGh4/cVXlgQ1ptRstXzSHo4tg=">AAACEHicbZDNSgMxFIUzWrXWv1GXboKt2EIpMyLqsuDGZQX7A+1QMplMG5pJhiQjlKGP4MZXceNCEbcu3fk2ptMuauuBhI9z7yW5x48ZVdpxfqy19dzG5lZ+u7Czu7d/YB8etZRIJCZNLJiQHR8pwignTU01I51YEhT5jLT90e203n4kUlHBH/Q4Jl6EBpyGFCNtrL59XiqXnapTqfZwIHR1kRfuSqlvF52akwmugjuHYj0XZmr07e9eIHASEa4xQ0p1XSfWXoqkppiRSaGXKBIjPEID0jXIUUSUl2YLTeCZcQIYCmkO1zBzFydSFCk1jnzTGSE9VMu1qflfrZvo8MZLKY8TTTiePRQmDGoBp+nAgEqCNRsbQFhS81eIh0girE2GBROCu7zyKrQuau5V7fLeLdZLYKY8OAGnoAxccA3q4A40QBNg8ARewBt4t56tV+vD+py1rlnzmWPwR9bXL45snAg=</latexit>

((0, 0), ·, (0, 0), ·, ·, ·)

<latexit sha1_base64="v30hm3yiantX4UF591yUmirvj6w=">AAACFnicbVDLSsNAFJ1o1VpfUZdugq3QQiyJiLosuHFZwT6gCWUymbRDJzNhZiKU0K9w46+4caGIW3Hn3zhNK2jrgRkO59zLvfcECSVSOc6XsbJaWFvfKG6WtrZ3dvfM/YO25KlAuIU45aIbQIkpYbiliKK4mwgM44DiTjC6nvqdeywk4exOjRPsx3DASEQQVFrqm6eVatWxnZrtxVANZZQpgkYT+0dLbQ+FXM3+WqVvlp26k8NaJu6clBuFKEezb356IUdpjJlCFErZc51E+RkUegzFk5KXSpxANIID3NOUwRhLP8vPmlgnWgmtiAv9mLJy9XdHBmMpx3GgK/PlF72p+J/XS1V05WeEJanCDM0GRSm1FLemGVkhERgpOtYEIkH0rhYaQgGR0kmWdAju4snLpH1Wdy/q57duuVEBMxTBETgGVeCCS9AAN6AJWgCBB/AEXsCr8Wg8G2/G+6x0xZj3HII/MD6+AeuFnvg=</latexit>

((0, 0), tick, (0, 0), µ, ·, ·)<latexit sha1_base64="v30hm3yiantX4UF591yUmirvj6w=">AAACFnicbVDLSsNAFJ1o1VpfUZdugq3QQiyJiLosuHFZwT6gCWUymbRDJzNhZiKU0K9w46+4caGIW3Hn3zhNK2jrgRkO59zLvfcECSVSOc6XsbJaWFvfKG6WtrZ3dvfM/YO25KlAuIU45aIbQIkpYbiliKK4mwgM44DiTjC6nvqdeywk4exOjRPsx3DASEQQVFrqm6eVatWxnZrtxVANZZQpgkYT+0dLbQ+FXM3+WqVvlp26k8NaJu6clBuFKEezb356IUdpjJlCFErZc51E+RkUegzFk5KXSpxANIID3NOUwRhLP8vPmlgnWgmtiAv9mLJy9XdHBmMpx3GgK/PlF72p+J/XS1V05WeEJanCDM0GRSm1FLemGVkhERgpOtYEIkH0rhYaQgGR0kmWdAju4snLpH1Wdy/q57duuVEBMxTBETgGVeCCS9AAN6AJWgCBB/AEXsCr8Wg8G2/G+6x0xZj3HII/MD6+AeuFnvg=</latexit>

((0, 0), tick, (0, 0), µ, ·, ·)

<latexit sha1_base64="QwTsA5DU6HCJIEa1QtNLyJW6J3U=">AAACEHicbZDNSgMxFIUztWqtf6Mu3QRbsYVSZkTUZcGNywr2B9qhZDKZNjSTDElGKKWP4MZXceNCEbcu3fk2ptMKtfVAwse595Lc48eMKu0431ZmLbu+sZnbym/v7O7t2weHTSUSiUkDCyZk20eKMMpJQ1PNSDuWBEU+Iy1/eDOttx6IVFTwez2KiRehPqchxUgbq2efFUslp+KUK10cCF0x7P7ywl0u9uyCU3VSwVVw51CoZcNU9Z791Q0ETiLCNWZIqY7rxNobI6kpZmSS7yaKxAgPUZ90DHIUEeWN04Um8NQ4AQyFNIdrmLqLE2MUKTWKfNMZIT1Qy7Wp+V+tk+jw2htTHieacDx7KEwY1AJO04EBlQRrNjKAsKTmrxAPkERYmwzzJgR3eeVVaJ5X3cvqxZ1bqBXBTDlwDE5ACbjgCtTALaiDBsDgETyDV/BmPVkv1rv1MWvNWPOZI/BH1ucPkAWcCQ==</latexit>

((0, 0), ·, (0, 1), ·, ·, ·)<latexit sha1_base64="QwTsA5DU6HCJIEa1QtNLyJW6J3U=">AAACEHicbZDNSgMxFIUztWqtf6Mu3QRbsYVSZkTUZcGNywr2B9qhZDKZNjSTDElGKKWP4MZXceNCEbcu3fk2ptMKtfVAwse595Lc48eMKu0431ZmLbu+sZnbym/v7O7t2weHTSUSiUkDCyZk20eKMMpJQ1PNSDuWBEU+Iy1/eDOttx6IVFTwez2KiRehPqchxUgbq2efFUslp+KUK10cCF0x7P7ywl0u9uyCU3VSwVVw51CoZcNU9Z791Q0ETiLCNWZIqY7rxNobI6kpZmSS7yaKxAgPUZ90DHIUEeWN04Um8NQ4AQyFNIdrmLqLE2MUKTWKfNMZIT1Qy7Wp+V+tk+jw2htTHieacDx7KEwY1AJO04EBlQRrNjKAsKTmrxAPkERYmwzzJgR3eeVVaJ5X3cvqxZ1bqBXBTDlwDE5ACbjgCtTALaiDBsDgETyDV/BmPVkv1rv1MWvNWPOZI/BH1ucPkAWcCQ==</latexit>

((0, 0), ·, (0, 1), ·, ·, ·)

<latexit sha1_base64="NuXtlQQi7Dksi3j2SUknBXDM21g="></latexit>

((0, 0), fault, (0, 1), ·,�(1,0), ·)
<latexit sha1_base64="NuXtlQQi7Dksi3j2SUknBXDM21g="></latexit>

((0, 0), fault, (0, 1), ·,�(1,0), ·)

<latexit sha1_base64="5sf7I49jrQKBgbg7fIGh9xH3bXI=">AAACEHicbZBPS8MwGMbTOXXOf1WPXoqb2MEYrYh6HHjxOMH9ga2MNE23sDQpSSqMso/gxa/ixYMiXj1689uYdQPn5gMJP573fUnex48pkcpxvo3cWn59Y7OwVdze2d3bNw8OW5InAuEm4pSLjg8lpoThpiKK4k4sMIx8itv+6GZabz9gIQln92ocYy+CA0ZCgqDSVt88K9u2U3Uq1R4KuKra7i8v3JVy3yw5NSeTtQruHEr1fJip0Te/egFHSYSZQhRK2XWdWHkpFIogiifFXiJxDNEIDnBXI4MRll6aLTSxTrUTWCEX+jBlZe7iRAojKceRrzsjqIZyuTY1/6t1ExVeeylhcaIwQ7OHwoRailvTdKyACIwUHWuASBD9VwsNoYBI6QyLOgR3eeVVaJ3X3MvaxZ1bqpfBTAVwDE6ADVxwBergFjRAEyDwCJ7BK3gznowX4934mLXmjPnMEfgj4/MHkAecCQ==</latexit>

((0, 0), ·, (1, 0), ·, ·, ·)<latexit sha1_base64="5sf7I49jrQKBgbg7fIGh9xH3bXI=">AAACEHicbZBPS8MwGMbTOXXOf1WPXoqb2MEYrYh6HHjxOMH9ga2MNE23sDQpSSqMso/gxa/ixYMiXj1689uYdQPn5gMJP573fUnex48pkcpxvo3cWn59Y7OwVdze2d3bNw8OW5InAuEm4pSLjg8lpoThpiKK4k4sMIx8itv+6GZabz9gIQln92ocYy+CA0ZCgqDSVt88K9u2U3Uq1R4KuKra7i8v3JVy3yw5NSeTtQruHEr1fJip0Te/egFHSYSZQhRK2XWdWHkpFIogiifFXiJxDNEIDnBXI4MRll6aLTSxTrUTWCEX+jBlZe7iRAojKceRrzsjqIZyuTY1/6t1ExVeeylhcaIwQ7OHwoRailvTdKyACIwUHWuASBD9VwsNoYBI6QyLOgR3eeVVaJ3X3MvaxZ1bqpfBTAVwDE6ADVxwBergFjRAEyDwCJ7BK3gznowX4934mLXmjPnMEfgj4/MHkAecCQ==</latexit>

((0, 0), ·, (1, 0), ·, ·, ·)

<latexit sha1_base64="hmHUcpzc5bNigxLppNOPWF9A38s=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBFvBVZkRUXcWRHBZwT6gHUsmzbShmcyQZJQy9D9UcKGI4Mp/ceffmJl2oa0HAodz7uWeHC/iTGnb/rZyC4tLyyv51cLa+sbmVnF7p6HCWBJaJyEPZcvDinImaF0zzWkrkhQHHqdNb3iR+s07KhULxY0eRdQNcF8wnxGsjXRb7gRYD5SfXEo5LneLJbtiZ0DzxJmS0vnHY4qnWrf41emFJA6o0IRjpdqOHWk3wVIzwum40IkVjTAZ4j5tGypwQJWbZKnH6MAoPeSH0jyhUab+3khwoNQo8MxkFnLWS8X/vHas/TM3YSKKNRVkcsiPOdIhSitAPSYp0XxkCCaSmayIDLDERJuiCqYEZ/bL86RxVHFOKsfXTqlahgnysAf7cAgOnEIVrqAGdSAg4QFe4NW6t56tN+t9Mpqzpju78AfW5w85Dpa1</latexit>

Err
<latexit sha1_base64="hmHUcpzc5bNigxLppNOPWF9A38s=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBFvBVZkRUXcWRHBZwT6gHUsmzbShmcyQZJQy9D9UcKGI4Mp/ceffmJl2oa0HAodz7uWeHC/iTGnb/rZyC4tLyyv51cLa+sbmVnF7p6HCWBJaJyEPZcvDinImaF0zzWkrkhQHHqdNb3iR+s07KhULxY0eRdQNcF8wnxGsjXRb7gRYD5SfXEo5LneLJbtiZ0DzxJmS0vnHY4qnWrf41emFJA6o0IRjpdqOHWk3wVIzwum40IkVjTAZ4j5tGypwQJWbZKnH6MAoPeSH0jyhUab+3khwoNQo8MxkFnLWS8X/vHas/TM3YSKKNRVkcsiPOdIhSitAPSYp0XxkCCaSmayIDLDERJuiCqYEZ/bL86RxVHFOKsfXTqlahgnysAf7cAgOnEIVrqAGdSAg4QFe4NW6t56tN+t9Mpqzpju78AfW5w85Dpa1</latexit>

Err

<latexit sha1_base64="tV+W+8+YtIMZlSxLdDcd/+vYyZw="></latexit>

((0, 0), fault, (0, 1),�(0,0),�(1,0), w1)
<latexit sha1_base64="tV+W+8+YtIMZlSxLdDcd/+vYyZw="></latexit>

((0, 0), fault, (0, 1),�(0,0),�(1,0), w1)

<latexit sha1_base64="4+bPnWd9eKf/Jkw6416dKQLgMEk=">AAACF3icbVDLSsNAFJ3UqrW+oi7dDLZCCqEkIuqy4MZlBVsLTSiTyaQdOnkwMxFK6F+48VfcuFDEre78GydJF9p6YIbDOfdy7z1ewqiQlvWtVdaq6xubta369s7u3r5+cNgXccox6eGYxXzgIUEYjUhPUsnIIOEEhR4j9970OvfvHwgXNI7u5CwhbojGEQ0oRlJJI73dNAzLtFqmEyI5EUEmKZ7OTcPONeiEqelgP5bl32qO9IbVtgrAVWIvSKNTDQp0R/qX48c4DUkkMUNCDG0rkW6GuJrDyLzupIIkCE/RmAwVjVBIhJsVd83hqVJ8GMRcvUjCQv3dkaFQiFnoqcpi+2UvF//zhqkMrtyMRkkqSYTLQUHKoIxhHhL0KSdYspkiCHOqdoV4gjjCUkVZVyHYyyevkv5Z275on9/ajU4TlKiBY3ACDGCDS9ABN6ALegCDR/AMXsGb9qS9aO/aR1la0RY9R+APtM8fTTWfIw==</latexit>

((0, 0), tick, (1, 0), µ, ·, ·)<latexit sha1_base64="4+bPnWd9eKf/Jkw6416dKQLgMEk=">AAACF3icbVDLSsNAFJ3UqrW+oi7dDLZCCqEkIuqy4MZlBVsLTSiTyaQdOnkwMxFK6F+48VfcuFDEre78GydJF9p6YIbDOfdy7z1ewqiQlvWtVdaq6xubta369s7u3r5+cNgXccox6eGYxXzgIUEYjUhPUsnIIOEEhR4j9970OvfvHwgXNI7u5CwhbojGEQ0oRlJJI73dNAzLtFqmEyI5EUEmKZ7OTcPONeiEqelgP5bl32qO9IbVtgrAVWIvSKNTDQp0R/qX48c4DUkkMUNCDG0rkW6GuJrDyLzupIIkCE/RmAwVjVBIhJsVd83hqVJ8GMRcvUjCQv3dkaFQiFnoqcpi+2UvF//zhqkMrtyMRkkqSYTLQUHKoIxhHhL0KSdYspkiCHOqdoV4gjjCUkVZVyHYyyevkv5Z275on9/ajU4TlKiBY3ACDGCDS9ABN6ALegCDR/AMXsGb9qS9aO/aR1la0RY9R+APtM8fTTWfIw==</latexit>

((0, 0), tick, (1, 0), µ, ·, ·)

<latexit sha1_base64="R7Xpu9qxjLJTaOY5e2kMdAL5Uug="></latexit>

((0, 0), tick, (1, 0), µ, µ0, w2)
<latexit sha1_base64="R7Xpu9qxjLJTaOY5e2kMdAL5Uug="></latexit>

((0, 0), tick, (1, 0), µ, µ0, w2)

<latexit sha1_base64="FJCLI/eGWu27Lc3nxmt6T9Wmjj8=">AAACEHicbZBPS8MwGMZTnTrnv6pHL8FN7GCMdoh6HHjxOMH9ga2MNE23sLQpSSqMso/gxa/ixYMiXj1689uYdRPm5gMJP573fUnex4sZlcq2v4219dzG5lZ+u7Czu7d/YB4etSRPBCZNzBkXHQ9JwmhEmooqRjqxICj0GGl7o5tpvf1AhKQ8ulfjmLghGkQ0oBgpbfXN85Jl2RWnXOlhn6uK5VRqv7xwl0t9s2hX7UxwFZw5FOu5IFOjb371fI6TkEQKMyRl17Fj5aZIKIoZmRR6iSQxwiM0IF2NEQqJdNNsoQk8044PAy70iRTM3MWJFIVSjkNPd4ZIDeVybWr+V+smKrh2UxrFiSIRnj0UJAwqDqfpQJ8KghUba0BYUP1XiIdIIKx0hgUdgrO88iq0alXnsnpx5xTrJTBTHpyAU2ABB1yBOrgFDdAEGDyCZ/AK3own48V4Nz5mrWvGfOYY/JHx+QOU3pwM</latexit>

((0, 1), ·, (1, 2), ·, ·, ·)<latexit sha1_base64="FJCLI/eGWu27Lc3nxmt6T9Wmjj8=">AAACEHicbZBPS8MwGMZTnTrnv6pHL8FN7GCMdoh6HHjxOMH9ga2MNE23sLQpSSqMso/gxa/ixYMiXj1689uYdRPm5gMJP573fUnex4sZlcq2v4219dzG5lZ+u7Czu7d/YB4etSRPBCZNzBkXHQ9JwmhEmooqRjqxICj0GGl7o5tpvf1AhKQ8ulfjmLghGkQ0oBgpbfXN85Jl2RWnXOlhn6uK5VRqv7xwl0t9s2hX7UxwFZw5FOu5IFOjb371fI6TkEQKMyRl17Fj5aZIKIoZmRR6iSQxwiM0IF2NEQqJdNNsoQk8044PAy70iRTM3MWJFIVSjkNPd4ZIDeVybWr+V+smKrh2UxrFiSIRnj0UJAwqDqfpQJ8KghUba0BYUP1XiIdIIKx0hgUdgrO88iq0alXnsnpx5xTrJTBTHpyAU2ABB1yBOrgFDdAEGDyCZ/AK3own48V4Nz5mrWvGfOYY/JHx+QOU3pwM</latexit>

((0, 1), ·, (1, 2), ·, ·, ·) <latexit sha1_base64="eeYA6ob8+sPREDJh56VaQPI0sGA=">AAACEHicbZBPS8MwGMbTOXXOf1WPXoKb2EEZrYh6HHjxOMH9ga2MNE23sLQpSSqMsY/gxa/ixYMiXj1689uYdRPm5gMJP573fUnex08Ylcpxvo3cWn59Y7OwVdze2d3bNw8Om5KnApMG5oyLto8kYTQmDUUVI+1EEBT5jLT84c203nogQlIe36tRQrwI9WMaUoyUtnrmWdmyHNup2F0ccGVbru3+8sJdKffMklN1MsFVcOdQquXDTPWe+dUNOE4jEivMkJQd10mUN0ZCUczIpNhNJUkQHqI+6WiMUUSkN84WmsBT7QQw5EKfWMHMXZwYo0jKUeTrzgipgVyuTc3/ap1UhdfemMZJqkiMZw+FKYOKw2k6MKCCYMVGGhAWVP8V4gESCCudYVGH4C6vvArN86p7Wb24c0u1MpipAI7BCbCAC65ADdyCOmgADB7BM3gFb8aT8WK8Gx+z1pwxnzkCf2R8/gCRoJwK</latexit>

((0, 0), ·, (1, 1), ·, ·, ·)<latexit sha1_base64="eeYA6ob8+sPREDJh56VaQPI0sGA=">AAACEHicbZBPS8MwGMbTOXXOf1WPXoKb2EEZrYh6HHjxOMH9ga2MNE23sLQpSSqMsY/gxa/ixYMiXj1689uYdRPm5gMJP573fUnex08Ylcpxvo3cWn59Y7OwVdze2d3bNw8Om5KnApMG5oyLto8kYTQmDUUVI+1EEBT5jLT84c203nogQlIe36tRQrwI9WMaUoyUtnrmWdmyHNup2F0ccGVbru3+8sJdKffMklN1MsFVcOdQquXDTPWe+dUNOE4jEivMkJQd10mUN0ZCUczIpNhNJUkQHqI+6WiMUUSkN84WmsBT7QQw5EKfWMHMXZwYo0jKUeTrzgipgVyuTc3/ap1UhdfemMZJqkiMZw+FKYOKw2k6MKCCYMVGGhAWVP8V4gESCCudYVGH4C6vvArN86p7Wb24c0u1MpipAI7BCbCAC65ADdyCOmgADB7BM3gFb8aT8WK8Gx+z1pwxnzkCf2R8/gCRoJwK</latexit>

((0, 0), ·, (1, 1), ·, ·, ·)

<latexit sha1_base64="eeK7y+nvjEmwwwXuhY7nKm64af8="></latexit>

((0, 0), fault, (1, 1), ·,�(2,0), ·)
<latexit sha1_base64="eeK7y+nvjEmwwwXuhY7nKm64af8="></latexit>

((0, 0), fault, (1, 1), ·,�(2,0), ·)

<latexit sha1_base64="57QK5/qhW0MFfTUi34MYKdwiiws="></latexit>

((0, 0), fault, (2, 1),�(0,0),�(2,0), w3)
<latexit sha1_base64="57QK5/qhW0MFfTUi34MYKdwiiws="></latexit>

((0, 0), fault, (2, 1),�(0,0),�(2,0), w3)

<latexit sha1_base64="Hg0KvY4lieZ0wUB18tltJeAlQoI=">AAACEHicbZBPS8MwGMZTnTrnv6pHL8FN7GCMdoh6HHjxOMH9ga2MNE23sLQpSSqMso/gxa/ixYMiXj1689uYdQPn5gMJP573fUnex4sZlcq2v4219dzG5lZ+u7Czu7d/YB4etSRPBCZNzBkXHQ9JwmhEmooqRjqxICj0GGl7o5tpvf1AhKQ8ulfjmLghGkQ0oBgpbfXN85Jl2RW7XOlhn6uKVfvlhbtc6ptFu2pngqvgzKFYzwWZGn3zq+dznIQkUpghKbuOHSs3RUJRzMik0EskiREeoQHpaoxQSKSbZgtN4Jl2fBhwoU+kYOYuTqQolHIcerozRGool2tT879aN1HBtZvSKE4UifDsoSBhUHE4TQf6VBCs2FgDwoLqv0I8RAJhpTMs6BCc5ZVXoVWrOpfVizunWC+BmfLgBJwCCzjgCtTBLWiAJsDgETyDV/BmPBkvxrvxMWtdM+Yzx+CPjM8fkaKcCg==</latexit>

((0, 0), ·, (2, 0), ·, ·, ·)<latexit sha1_base64="Hg0KvY4lieZ0wUB18tltJeAlQoI=">AAACEHicbZBPS8MwGMZTnTrnv6pHL8FN7GCMdoh6HHjxOMH9ga2MNE23sLQpSSqMso/gxa/ixYMiXj1689uYdQPn5gMJP573fUnex4sZlcq2v4219dzG5lZ+u7Czu7d/YB4etSRPBCZNzBkXHQ9JwmhEmooqRjqxICj0GGl7o5tpvf1AhKQ8ulfjmLghGkQ0oBgpbfXN85Jl2RW7XOlhn6uKVfvlhbtc6ptFu2pngqvgzKFYzwWZGn3zq+dznIQkUpghKbuOHSs3RUJRzMik0EskiREeoQHpaoxQSKSbZgtN4Jl2fBhwoU+kYOYuTqQolHIcerozRGool2tT879aN1HBtZvSKE4UifDsoSBhUHE4TQf6VBCs2FgDwoLqv0I8RAJhpTMs6BCc5ZVXoVWrOpfVizunWC+BmfLgBJwCCzjgCtTBLWiAJsDgETyDV/BmPBkvxrvxMWtdM+Yzx+CPjM8fkaKcCg==</latexit>

((0, 0), ·, (2, 0), ·, ·, ·)

<latexit sha1_base64="QESLEUfdxY1j08MhrSQ6xv77Zs0="></latexit>

((0, 0), r0, (2, 0),�(0,0), ·, ·)
<latexit sha1_base64="QESLEUfdxY1j08MhrSQ6xv77Zs0="></latexit>

((0, 0), r0, (2, 0),�(0,0), ·, ·)

p q

1-p-q

p q

1-p-q

Fig. 3. A fragment of the Mem-
ory example game graph.

Furthermore, the Verifier may play a fault of the
augmented model, in such a case the V is obliged to
mask the fault and, from the user’s point of view, it
stays in the same state of the nominal model. This
is modeled via a Dirac distribution. For instance,
given a state s, the Dirac distribution (denoted
∆s) states that, with probability 1, the next state
is s. In addition, some game states may have asso-
ciated a value to them, given by a function r, this
indicates the reward given to the Verifier for some
Refuter’s action that she was able to match, for
instance, when a fault is masked. The objective of
the Verifier is to maximize

∑∞
i=0 r(ρi), where ρi is

the ith state of a play, while the objective of the
Refuter is to minimize this function. The value of
these games are obtained by means of computing
the optimal strategies of both players using value
iteration and Bellman equations [5], here linear
programming is used for coping with the possible
(uncountable) set of couplings between distribu-
tions. More precisely, a configuration of the game
is a tuple: (s, a, s′, µ, µ′, P ) where: s and s′ are
the current states in the nominal and augmented
model, respectively. a is the last action played by
the Refuter. µ and µ′ are the probabilistic distri-
bution played by some player, corresponding to
the last action played, or to the matching step, a
precise definition of the game graph is given in [4].

Consider the graph in Fig. 3. Therein, Verifier’s
nodes are depicted with boxes, Refuter’s nodes
with diamonds, and probabilistic nodes with circles.
It represents a fragment of the masking game graph
between NOMINAL and FAULTY of the running example. The vertices represent the
variable values in the following order: ((v, s), , (v, s), , , , ). The distributions
there are as follows:

µ = p · (0, 1) + (1−p) · (0, 0)
µ′ = p · (0, 2) + q · (0, 1) + (1−p−q) · (0, 0)
µ′′ = p · (1, 2) + q · (1, 1) + (1−p−q) · (1, 0)

w0 =

{
p · ((0, 1), (0, 2)) + q · ((0, 0), (0, 1) +
(1−p−q) · ((0, 0), (0, 0))

w1 = ∆((0,0),(1,0))



w2 =

{
p · ((0, 1), (1, 2)) + q · ((0, 0), (1, 1)) +
(1−p−q) · ((0, 0), (1, 0))

w3 = ∆((0,0),(2,0))

Notice that, in the majority of the vertices, many outgoing edges are omit-
ted. In particular, the Verifier’s vertex ((0, 0), tick, (0, 0), µ, ·, ·,V) has in-
finitely many outgoing edges leading to probabilistic vertices of the form
((0, 0), tick, (0, 0), µ, µ′, w,P), where w is a coupling for (µ, µ′). In the graph, we
have chosen to distinguish coupling w0 which is optimal for the Verifier (simi-
larly later for w2). We highlighted the path leading to error state verr . Notice
that this occurs as a consequence of the Refuter choosing to do a second fault

in vertex ((0, 0), ·, (1, 1), ·, ·, ·,R) steering the game to the bottom part of the
graph. Later, the Refuter chooses to read 0 in the Nominal model (at vertex
((0, 0), ·, (2, 0), ·, ·, ·,R)) which the Verifier cannot match.

3.1 Architecture.

Tolerange is an open-source software written in Java and available at [2]. The
architecture of the tool is shown in Fig. 4. The key components are:
Parser Module. It performs basic syntactic analysis over the input models,
and produces data structures describing the inputs.
PTS Translation. The models obtained from the parser are translated into
Probabilistic Transition Systems (PTSs), i.e., graphs whose vertices represent
program states and probabilities associated with the transitions that keep
information about the actions in the models.

Nominal Model Fault-Tolerant 
Model

Parser Module

PTS Translation

Stochastic Masking 
Game Generation

Game Builder

Reachability 
Algorithms           

+              
Linear 

Programming 

Bellman 
Equations       

+              
Linear 

Programming

Almost-Sure Failing under 
Fairness Check

Value of the game 
calculation

Yes/No Game Value

Algorithms

Fig. 4. Architecture of Tolerange.

Stochastic Masking Game Genera-
tion. A masking stochastic game is gener-
ated for the given PTSs where the weight-
ing functions are symbolically captured
by means of equation systems (linear pro-
gramming).
Almost-Sure Failing Under Fairness
Check. We provide an algorithm to check
whether a game is almost-sure failing un-
der fairness by computing predecessor sets
in the symbolic game graph.
Value of the Game Calculation
(Value Iteration). The value of the game
is computed by solving a collection of func-
tional equations via value iteration. We
take such a value as the measure of fault-tolerance.

3.2 Usage.

The standard command to execute Tolerange in a Unix operating system is:
./Tolerange <options> <spec_path> <imp_path>. In this case the tool re-



turns the expected accumulated milestones achieved by the implementation.
Optional commands are: -f, for checking if the game is almost-sure failing under
fairness; -gurobi, which enables Gurobi [8] instead of SCC [1] for linear program-
ming; and b=N to set an upper bound of N for the value of the game. By default,
Tolerange computes the value of the game for the given input using SCC and an
upper bound of the largest Java double.

4 Experiments

Fault Refr. 3 bits redundancy 5 bits redundancy 7 bits redundancy
Prob. Prob. Mt Time Mt Time Mt Time

0.5
0.5 6 30s 14 1m43s 30 4m48s
0.1 4.44 13s 7.28 32s 10.74 1m4s
0.05 4.2 11s 6.62 26s 9.28 43s

0.1
0.5 70 4m21s 430 29m24s 2590.1 162m27s
0.1 30 1m22s 70 4m23s 150 13m58s
0.05 25 1m3s 47.5 2m41s 81.25 6m43s

0.05
0.5 240.02 12m10s 2660.1 128m37s 29281 68m49s
0.1 80 30m31s 260.01 13m29s 800.03 89m20s
0.05 60 2m39s 140 9m29s 300 23m26s

Fault Refr. 3 bits redundancy 5 bits redundancy 7 bits redundancy
Prob. Prob. Mr Time Mr Time Mr Time

0.5
0.5 3 35s 7 2m13s 15 4m54s
0.1 0.44 14s 0.72 35s 1.07 1m8s
0.05 0.21 12s 0.33 27s 0.46 58s

0.1
0.5 35 4m19s 215.02 37m55s 1295.05 199m34s
0.1 3 1m33s 7 5m58s 15 14m24s
0.05 1.25 1m19s 2.38 3m15s 4.06 8m6s

0.05
0.5 120.01 15m11s 1330.06 163m3s 14640.5 713m25s
0.1 8 3m40s 26.01 16m54s 80.03 63m2s
0.05 3 2m58s 7 8m58s 15 25m

size
(states/
transitions)

spec. 4/12 4/12 4/12
impl. 12/56 18/84 24/112
game 505/2304 757/3688 1009/5012

Table 1. Results on the redundant memory cell
with time and size information.

We have performed experi-
ments on several examples.
Due to space restrictions,
here we only report the ex-
periments performed over the
memory example. Further
case studies can be found in
tool’s repository. All the ex-
periments were run on a Mac-
Book Air with processor 1.3
GHz Intel Core i5 and a mem-
ory of 4 Gb. Table 1 reports
the results obtained for our
running example. The top
subtable refers to counting
the tick action as milestone,
the middle subtable takes the
refresh as milestone, and the
bottom subtable reports the
size of the models in number of states and transitions. Mt and Mr are the
measurement results for the tick and refresh actions, considered as milestones,
respectively.

From the results in the table we can conclude that either, increasing the
redundancy or augmenting the frequency of refreshing, has positive effects on
the measures. In practice, these values can be taken into account when designing
a fault-tolerant component that provides an optimal balance between efficiency
and hardware costs. For example, assuming a fault probability of 0.05, one might
prefer 3 bits and more frequent refreshing, over 5 bits with a less often refreshing,
despite the software overhead.

As a final remark, we observe that small probabilities have a great impact in
running times (in many cases even more than the model sizes), this is mainly
due to the linear programming procedures that are used to solve the stochastic
games. We plan to improve the tool by explicitly using the solutions of the linear
programs (vertices of a polytope) instead of embedding the linear programs into
Bellman equations.



References

1. SCC tool, https://www.ssclab.org/
2. Tolerange tool, https://github.com/cl-unrc-lab/Tolerange
3. Castro, P.F., D’Argenio, P.R., Demasi, R., Putruele, L.: Playing against fair adver-

saries in stochastic games with total rewards. In: CAV 2022, Haifa, Israel (2022)
4. Castro, P.F., D’Argenio, P.R., Demasi, R., Putruele, L.: Quantifying masking

fault-tolerance via fair stochastic games. In: Proceedings of the Combined 30th
International Workshop on Expressiveness in Concurrency and 20th Workshop on
Structural Operational Semantics (2022)

5. Chatterjee, K., Henzinger, T.A.: Value iteration. In: Grumberg, O., Veith, H. (eds.)
25 Years of Model Checking - History, Achievements, Perspectives. Lecture Notes
in Computer Science, vol. 5000, pp. 107–138. Springer (2008)

6. Filar, J., Vrieze, K.: Competitive Markov Decision Processes. Springer New York,
NY, 1st edn. (1997)
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